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Zero-knowledge proofs (ZKPs) enable us to prove a statement is true (e.g., “I am over 18”) without revealing 
any additional information (e.g., my name). However, ZKP development is error-prone, and bugs can lead to 
financial loss or broken (privacy) guarantees. Therefore, we introduce a language-agnostic formal model and a 
corresponding scalable detection tool that catches bugs existing approaches miss.

Zero-Knowledge Proofs (ZKPs)

Threat Model Prover-Verif ier Mismatch Bugs

Paper Code

A prover convinces a verifier that a statement is true without revealing any additional 
information. The proof is compact and can be verified quickly, even for complex 
statements.

In our threat model, a malicious prover deliberately crafts 
inputs to exploit bugs in the ZKP program, causing the 
verifier to accept invalid proofs.

Bugs arise when there is a mismatch between the 
computations and the constraints encoded by the 
developer. For example, if the divisor is not constrained to 
be non-zero, a malicious prover can exploit this to make 
the verifier accept an invalid proof.

ZKP Pipeline

The developer writes a ZKP program encoding not only the 
logic for proof generation (computations), but also for its 
verification (constraints). Due to this, ZKP programming is 
more complex and error-prone than traditional 
programming.

Evaluation

Domain-Consistency Model (DCM) Approximations for Efficient Detection

SPECIFICATIONS INFERENCE RULES

We introduce a formal model that assigns each variable two 
value domains: one derived from the computations (taking into 
account pre- and postconditions) and one from the constraints. 
Inconsistencies between these domains indicate bugs.

Iterating over all possible variable values is infeasible over large finite fields. We therefore 
over-approximate them using specifications and inference rules.

We analyzed real-world projects and reported zero-day vulnerabilities, resulting in a bug 
bounty. Compared to an SMT-based tool, our approach is on average two orders of 
magnitude faster, with few false positives due to over-approximation.

Inconsistency!!

Multi-Language Support

Our tool operates on the CirC intermediate representation (IR), enabling support for 
multiple ZKP languages.

Inconsistency!!
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